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elJActCazt 2 UreUs: 2021478 121JL.222U8

F5 SSL Orchestrator (SSLO)aAl WEB aCTaCeaCraC£aClaCsaCrec;aSAGABAACACN  InterSafe  WebFil-
ter aAlaAGéAceR 72l NéaEACSaAT ¢t 2azNeGr aAUAA  AAZAAC (eliaCiaCd aCLaAfaA Ay AazeBIG-
1PaCSeimisZaAUaA§aASAAIZAGGACAC N2 U7aCSar, 2$aaAlaAUAASAEEAG7aAlaANACIAcAALACELAA AAZAAC)
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CHAPTER 1

aAraAYaCAaAR

aAS aAoaCZaCu aCyaAgaAraAAaAS aCNaCL ﬁAééC1aCTaCéﬁCuaCéﬁCnaAlaCL’ aCmacCeac aanaCLaAoecIJ éﬁ§éAlaAlaCNe§Ga:UZ'
F5 aAoaClaCTaCcaCuaCcaCnaAlaCL’ aClaCéﬁCaaC§aCLaAraAS aAaaCL’ ﬁA‘naATaAUaADaAG aAZaAC

» AskF5: https://support.fS.com/csp/home
* F5 Cloud Docs: https://clouddocs.f5.com/
* F5 DevCentraliijLaCsaC§aCeaCNaCEaCEijL : https://devcentral f5.com/

1.1 F5 SSLO (L3 Explicit Proxy) aAilnterSafe  WebFil-

A4 V4

teraA6éAceRzelmadcZ
®lIchaaAgaAfaAAASSLOaAGaR e UaNUaC, aCijaCsaAnInterSafe WebFilteraCSéEme;6aAUaAAICAPACUACmACLACsaCraAgéALa
1.1.1 F5 SSLO4AiInterSafe WebFilteréAéaeRz4A62tAGCN

F5 SSLO@AlInterSafe WebFilteraA6éAceR7aAG2tAGCNAAfzEiTNIAGEAZACLAAZAAZAAC
1. aCraCraCd aceaCsaCLaANaCSaC;aCsaCs(AD)aARaCmACTACHCsaAUaA AAZAAC
2. SSLOaAgaCeaCijaChemeiijaCSa682U;aAUNTLMemelijaA AKerberoselmelijaAsair ARLAARGIANT¢ZDAARmRTjAANAGS 2
3. WEBzeéégﬁZéELieCE:c‘iééﬁAl’SSljoglégéllél'ijéANaeLRéL§ﬁAﬁéA§aC¢ﬁéijﬁéﬁeeéééééﬁég InterSafe WebFil-
terﬁAﬁICAPﬁAgéAAéCLﬁALaAZéAC

5. elsARfAATACNAA§EAZi£aaARUCAAUIAeIATAAASSL éAZ:£aaCSaEmeZUaR6ANUaAUIAAWEBACACijaCRaAyeOsciZaA



https://support.f5.com/csp/home
https://clouddocs.f5.com/
https://devcentral.f5.com/

« iijLARDF5iz¢cREAZUaA3aCACIACIHACLARRCaALFDAZSAANIALAADAAeA

e ae e e ...« ProxyeimelijaCSeaNaADiA§3ADaA ARL.AAFAAAAPMAAGACT ACd aC73CsAC:
F5 SSLO aCzaCCaCLaCcaCCaCUaCnaCd’acuaAAlmerSaieWebF-iuergz!

2. @liaCnaCd aCLaAnaALiASICNagNel RaCd aCaaCijaCy




1. Next aC1JaC£aCsaCSatijaAUaA;aAZaAC

F5 SSLO aCzaCCaChACLAEAAGHALIRCIALIIAAINIREBF R WebEMerSUA 3 1A 72 AC

v
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. 7. Figished aCDaC£aCsaCSaLij AUaA aA Z aAC,
. aCZaCzaCLaRlaAAaC£aCd’aCaaC(,aClJaC§aAAR00taCSaCza raCijaCL aCSellaoZaAUaAeaAANext

acny aC£aC§aCSa3L1] aAUaAb aAZaAC

1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraAbéAc=Rzeinad,
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2. SSL. Orchestrator >> Configuration ﬁAégTiéiéﬁAﬁéA@éAAéiR§'aiyLéA(’S

aCéaCCaCuaCraCracCijaCLacCllaCtaCy aCS=LijaAUaA aAZaAC
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Match all of the following conditions: agEeeAdelJlcDa
TCP port is any of 443 atclient accepted time. afEéaL
Apply to traffic on 1ocal side of external interface a£EeAL
5. af{NangaAnaAADo the followmg when the traffic is matched: aA0b 'z‘ijN
aCdaCu aCraCSaCraC1aCCaCraAUaAAazeayNaAoaCLaAEaAﬁéEééiLZaAUaAASave
aClaC£aCsaCS=tijaAUaA; aAZaACiijLaCGaCRaCCaCicTiaAsaCmaCraCnaCijaCnaAfizzeDRaAgeE AL AAAUIA AAZAACi

1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraAoéAcaRzeimasdZ 13
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Do the following when the traffic is matched:

agkeeAxlJlcDa

request time.

Insert HTTP Header named urihttps with value tcl: [HTTP::uri] at | afH&iL

Replace HTTP URI full string with value
[HTTP: :host] [HTTP: :uri] at request time.

~i .

tcl:https:// | af£HEEL

Disable response adapt at response time.

Log messagetcl: HTTPs(443) URI was replaced to:
at request time.

=

[HTTP: :uri] | dzzeD

Facility: 1ocalO Priority: info dz7peDR
6. aRN=gYaARHTTP¢TiaAsaCraCijaCraCSa el RaAUaA;aAZaAC
Match all of the following conditions: agEéeAtelJlcDa
TCP port is any of 80 atclient accepted time. afEéil
Apply to traffic on 1ocal side of external interface afBEéal
Do the following when the traffic is matched: asEeeAzlJlcDa
Insert HTTP Header named urihttp with value tcl: [HTTP: :uri] at request | afH éal.
time.
Replace HTTP URI full string with value tcl:http:// | atHéal

[HTTP: :host] [HTTP: :uri] at request time.

Disable response adapt at response time. afHéalL
Log message tcl: HTTP(80) URI was replaced to: [HTTP: :uri] at | dzzeDR
request time.

Facility: 1ocalO Priority: info dz7peDR

14 Chapter 1. 4AraAYaCAaAn
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7. iijSaAd aA6aChaCijaCha; el Ra; NaAfaA Aiz8ayNaAGaCLAAEiARGANACEAA GAZAACSave Draft
aCNac£aCsaCSekijaAUaA aAZaAC
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2. #zzeDRAAGARmALm  aCSeimasZaAUaAAMachine Account Name  AAR3Af  #zzeDRAEAGSS-
LOmYaléaRm aCSaEEaE.ZaAUZA ADomain FQDNaAAAdminaCeaCijaCiaRm aAl aCSaCzaCraCijaCL
aCSaEeat.ZaAUaAAJoin aCSzLijaAUaA;aAZaAAC
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AARIAT aATaLr¢TiaAsaCLaCaaCa aCsaRmiijLFQDNaRmiijl aCSeNGa6ZaAUaA AFinished
aClac£aCsaCSatijaaUaA;aAZaAC
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8. 4Nl RAIATACNAA§Access ProfiledaAsiyAeegaANACL AELcING; el RaAUZA§aCUaCmACTaCa;:
Session PolicyznDiaAs Edit aCSzLijaAUdA;dAZaAC

18 Chapter 1. aAra/
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11. NTLM Auth ResultiAG64RsaA6SuccessfuliAnaAd’ aAIAANZCNACTaCmaCijaCS Deny dANa
AARAI L 2Zt 4AUZA; AAZAAC

20 Chapter 1. aAra/
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4 NiijSiijLICAPaCtaCaCiaCzaCLaC YaCCaCAaAnemeiijzCEaasaCSeN£AEEaAZaCNEA S

v o v

12. adedayLaAGS Apply Access Policy a

continues on ne:
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(continued from previous page)

iijSAAd ¢Z6aAGIRuleaARGALAADIAeIAAICAP-
XaCYaCCaCAGAHTTPaCYaCCaCAiyEaANACL AAFALEEZd aATACNAA; AAZaANGAAICAPACYaCCaCAaAn=SNaCE
WebFilteriA6aCYaCCaCAaCsaCsaCLaCmacCijaCnaAnaAeilLéZd aAUaAeayNaATAADIAC

v

aA;3A8aAA2O&ciZaCEaCzaCLACSAATACNICNEZZaARGATAA AL L & TreCEA1$aCSaCmaCiaG7at. ZaAZaCNaAKaAL Az

4y NiijSiijL etmelijaCeaCijaCiaRmaCScczemaAZaCNaCGaCRaCCacy
log local0. 4AIJUsername: [ACCESS::session data get session.logon.last.username]aAl

2

i NiijSiijL aClaCsaCsaCijaCL aATaCNaA§4EEA62aCS cézemaAZaCNaC GaCRaCCack
log local0. 4AIJEncoded username: b64encode 1dap:///{[} ACCESS::session data get
session.logon.last.username]]AAT

Vv Vv

4 NiijSiij L aCYaCCaCAaCu aEanzaCSgczellaAZaCNaCGaCRaCCaCr
foreach attr AALJ [HTTP::header names]aAI {
log local0. 4AIJ$attr : [HTTP::header value $attr]aAl

1.1.10 SSLO Guided ConfigurationdAnACLACNSSLO3aAGeImadZ

1. SSL Orchestrator >> Conﬁguratlon aCSeAyzeLdaAUaAcaAZaACDNS aal NTP aAl Route AN Configure
aAlaAlaAéﬁA@aADaCNaAéﬁCSgczellaAUaAANext aCly aC£aC§aCSa%L1J aAUaA(JaAZaAC

22 Chapter 1. 4AraAYaCAaAn


ldap:///{[}ACCESS::session
HTTP::header
HTTP::header
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. #zzeeDRAAGARMALm 3CSeimacZaAUGAASSL Orchestrator TopologiesaAlaAUaAeaAAL3 Exp

aCSéAyat.daAUaAASaveiijENext 3C11aC£aCsaCSakijaAUaA; IAZaAC

1.1.
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4. CA Certificate KeyChain dAnaAeiAA=U¢aARGCH aCsaCiaCijaCLayLaA£aA6CAGCTICaaCd aCAaACSEA e daAUdAe
Done aCS=LijaAUIA;dAZiAC
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10. Preview Max Length 3Ar 0 3CSaEEaE.ZaAUZAAICAP Policy dAnzUcaAnd; el ReyLaA£3AS Local Traf-
fic Policy 3CSéAjxt.daAUaAASave 3CS=LijaAUaA; AAZAACSaveiijENext 3CSaLijaAUaA;dIAZaAC

11. Service Chain List 3Ag Add 3CS=LijaAUaA;dAZaAC
12. dzzeDRaAGARmALm ACSemasZaAUaA ARELcING; Jel RAIAUIA §a(
aClJaC£aCsaCS=LijaAUaA;aAZaAC (InterSafe WebFilteraA6aCtaC

28
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13. Service Chain 3AN3A3aAMAA§aASAAIACScc7emaAUaA ASaveiijENext aC11aC£aCsaCSakijaAl

1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraAdoéAcaRzeimasdZ



15. 4EL¢IN#;J=L.RGAUAZAS Service Chain aCSéAj=EdaAUZAAOK iC
F5 SSLO aCzaCCaClacteaCCaCuaCnaCd’aCLaAAlInterSafe WebFilterghi
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L7, DUVELJLAVEAL allJdlLLdalydloalljanuany anZ.dnc
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21. OK aClac£aCsaCSatijaAUaAADeployaAnel Rit.§aAZaCNaAl#z&iyNaAGICLAAEIALCESEL§3A6 DE-
PLOYED iCdaCijaCiaANealed’ 2aATaCNaA AAZAAC
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24. InterSafe WebFilteraAlé AleR7aAZaCNaCaCijaCSaCzaAnéUcaAUaAcaArmIjaCYaCCaCAal
émt 5CdaCijaCraCSad UaAUaAGAZAAC

1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraAbéAcaRzeimasdZ
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25. eUcaAni Uel ReyLaA£dA6  iRule  aCSef;ataaAUaA;dAZaACLocal  Traffic  >>  Virtual
Servers>> AAGIALAADAAeIAAssloS_XXXX (:izzaeDR)-t-4 aAIEADIAEARmCEaAG Virtual
ServeraCSéAyatdaAUaA AResources 3C£aCUaCSEAeEdaAAHTTPaCACiaCIaCzaCLaCYaCCaCAaAnsimeiijeCEasaCSa!
iRule 2CSéAyet.daAUaAAFinished aCSzLijaAUaA;aAZaAC

Note:
« aCzaCmaCeaCtaCEaCeaCGaCRaCd aCzaANICAPACHECHACSaCzaA AHTTPACACHjaCSaCzaABA:

36 Chapter 1. aAra/



1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraA6éAé:
F5 SSLO aCzaCCaClaceaCCaCuaCnaCd’aCLaAAlInterSafe WebFilterghi

1.1.11 InterSafe WebFilter 4A6éimasZ

dAA InterSafe WebFilteraAsaCd aCsaCzaCLaCijaCraAfctCazEaAUaAeaADICNACCaAGIAIAAUAA; AAZAAC

aAA aA AA8AAATASIASIAZAATIyAECIaAGemelijé AceR7aANUCACRACNeImasZe Uzes TaAGCt izNaAGIALAAIAAACLAA GAZA
IPélmeiijaAoeimasdZ

1. [aCtaCijaCReoacRE]-[elmelijeimadZ] aCSacraCtaCCacraAUaA aAZaAC [elmelijelmadZ)
dANealed’ 7aATACNEA AAZAAC
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v v

2. [LDAP:iCtaCijaCReimasZ] aC£aCUaAs [aCtaCijaCRaCS¢ZzéNs] aCSaCraCtaCCacraAUaA aAZaAC



wralUdiiydil all ALl alLadshyLivimdAduliNddl diN.afnldAanasidylivdoodld y Lilanuaryarnari

F5 SSLO"ACZa

3. aCUacr aC@aCuaAggczellaAZaCN aat’ aRLaAfﬁAAaCUaClaClaCuellaoZaAnSSLOaCSaLaaALc

4, W_EBéAZ'a£a‘ﬁAN&:L’RaL§EAZﬁCNﬁAI\IgéZé]lﬁAUﬁAgJﬁAZe“lACﬁC;ﬁCijéCRélijaeYanZyﬁANSSL(
2ZyiAmeRZAALACLACNaAeaADACN aASaAIACScezemaAUaA AAZAAC

2. [CONTROL_CFG] aCzaCfaCaaCgaCsaAn aANICAP_AUTHENTICATION=TRUEaAm §C§é£;ﬁL5§ALU§A;,5ALZﬁAC

3. ¢BagRE¢TzéicaANaCL. [aCtaCi JaCRgoagRE] [ellelljellﬁ(iZ] ACSeUNaAmIAA
[LDAPéA¢2eR7aCSeaNaAE] aCSaCraCiaCCaCraAUaAe [a€iamY] aCIJaC£aC§aCSaCf€1C1aC a raAUaA(,aAZaAC

1. F5 SSLO (L3 Explicit Proxy) dAilnterSafe WebFilteraA6éAcaeRzéimasdZ



Note:
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« aCUaCmaCCacraCZacijacyansizUaAraCCaA Ay AxZCeptéZd iijLPasswordiACACLACzaAIAUIL A AdeRALGFEEZd ¢ T
o ceRalicTzéicealcd 7aAemeaSEaAANRalcd 7AATACNACNAAL sRLAA AlnterSafe WebFilter
aAGelije YO=ZycEmayCaCSaALéaYaADGt aAUIA GAZ

1.1.13 aAiaA6azl

aCEaCzaCL ApeZZaAnaAraAAazeayNaAjiSSLOaAﬁﬁALaA NaCn ﬁél‘ﬁégﬂié AUaAeayNaA[[aADaAC

« SSLOAERLnaCmaCiaCDiRuledAglocal0dAgeNGa6ZaAUaA$aCmaCE /var/log/ltm

« APMiijLemmelijiijaA6aCmaCy /var/log/apm

« SSL Guided ConfigurationiijLiAppLX/RESTiijLaAnéU¢aCRaCNaCmaCy
/var/log/restnoded/restnoded.log | /var/log/restjava.0.log

o 3A1aA6:420aAASSLOAAREUEAZaCNaCLaCraCUaCnaCaaCéacijaCEacCeaCsaCraAfiazéayNaAGAskF5elY a;
K26520133:  Troubleshooting SSL Orchestrator(SSLO) https://support.f5.com/csp/article/
K26520133

« SSLaRreeUaNUaCRaCaaCSaCieimasZaCSeaNaAtaAeaADaCNaCtaCaaCLaAgaAFaA AlnterSafeaAGeeRALi
seRaLi¢Tzéi¢aCSealcd 7aAZaCNa£EeeAIANGACACNACHECE aCLAAGIAT AADAAeIAFAAASSLOEEAA FAAGA

. aeIJﬁﬁéﬁﬁéd’aéL’aAgaAraAAWebaAgﬁil’gTiaAZaCNaééaé’[aél’aéﬁﬁéLaAﬁﬁéiaéljaéLngaIiﬁﬁAﬁéﬁcaA
elYeuL’ ad’ UaAoaCIaCU aCLaAnar() aAUaA@aAAaCIaCU aCLe@RaLua:l’ §eC i acSaLr ngaAZaCNaat’ é’lRLaAAaCm
a£Ee@AaAlaCIaC1J aCLaAnarc aAUaA¢e£ i aLaaAUaA@aARaAéﬁATaADaAC

o InterSafettmeiijel §eC;aANIAIAADAAeaAFAAAZEIT N2l §eC;aAléAteRZARFC;aAZAACACNAASAAIACS céze
1PaCcaCL aCnaCzemelij | Basicetmelij(aCmacCijaCracCn) | Basicemelij(LDAPéAL2RY)

1.1. F5 SSLO (L3 Explicit Proxy) aAilnterSafe WebFilteraAoéAcaRzeimasdZ 41
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