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i



ii
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2 çŻőæňą:



CHAPTER 1

ãĄŕãĄŸãĆĄãĄń

ãĄŞãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄãĄŞãĆŇãĆL’ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄőèčIJèűşãĄĺãĄłãĆŃèşĞæŰŹãĆĎãĂĄèd’ĞæŢřãĄőæl’§èČ¡ãĆŠçţĎåŘĹãĄŻãĄęãĆ¡ãČłãČěãČijãĆůãČğãČşãĆŠåő§çŔ¿ãĄŹãĆŃæŰźæşŢãĆŠãĄŤçt’źäżŃãĄĎãĄ§ãĄŮãĄ¿ãĄŹãĂĆ
F5ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄŕãĄŞãĄąãĆL’ãĄńãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

• AskF5: https://support.f5.com/csp/home

• F5 Cloud Docs: https://clouddocs.f5.com/

• F5 DevCentralïijĹãĆşãČ§ãČěãČŃãČĘãĆčïijL’: https://devcentral.f5.com/

1.1 F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFil-
terãĄőéĂčæŘžèĺ åőŽ

æIJňçńăãĄğãĄŕãĂĄSSLOãĄőåŔŕèęŰåŇŰãĆ¿ãČijãČşãĄńInterSafe WebFilterãĆŠéĚ ç¡őãĄŮãĂĄICAPãČŮãČ ãČĹãĆşãČńãĄğéĂčæŘžãĄŹãĆŃæğŃæĹŘãĄńãĄd’ãĄĎãĄęãĂĄãĄŤçt’źäżŃèĞt’ãĄŮãĄ¿ãĄŹãĂĆ

1.1.1 F5 SSLOãĄĺInterSafe WebFilteréĂčæŘžãĄőæţĄãĆŇ

F5 SSLOãĄĺInterSafe WebFilterãĄőéĂčæŘžãĄőæţĄãĆŇãĄŕäżěäÿŃãĄőéĂŽãĆŁãĄğãĄŹãĂĆ

1. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŇãČŚãĆ¡ãĆşãČş(AD)ãĄńãČ ãĆřãĆłãČşãĄŮãĄ¿ãĄŹãĂĆ

2. SSLOãĄğãČęãČijãĆűèł èĺijãĆŠåő§æŰ¡ãĄŮ(NTLMèł èĺijãĂĄKerberosèł èĺijãĄőåăt’åŘĹãĄŕèĞłåŃŢçŽĎãĄńèł èĺijãĄŇåő§æŰ¡ãĄŢãĆŇãĄ¿ãĄŹ)ãĂĄSSLéĂŽä£ąãĆŠå¿l’åŔůãĄŮãĄ¿ãĄŹãĂĆ

3. WEBæŐěçűŽåĚĹæČĚåăśãĄĺSSLOãĄğèł èĺijãĄŇæĹŘåŁ§ãĄŮãĄ§ãČęãČijãĆűæČĚåăśãĆŠ InterSafe WebFil-
terãĄńICAPãĄğéĂĄãĆŁãĄ¿ãĄŹãĂĆ

4. ãČęãČijãĆűæČĚåăśãĆŠåĚČãĄńURLãČŢãĆčãČńãĆ£ãČłãČşãĆřãČńãČijãČńãĆŠéĄl’çŤĺãĄŮãĂĄæŐěçűŽãĄŇèĺśåŔŕãĄŢãĆŇãĄęãĄĎãĄłãĄĎWEBãĆţãĆd’ãČĹãĄőåăt’åŘĹãĄŕãĂĄãČŰãČ ãČČãĆŕçŤżéİćãĆŠãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńèąĺçd’žãĄŮãĄ¿ãĄŹãĂĆ

5. èĺśåŔŕãĄŢãĆŇãĄ§éĂŽä£ąãĄńéŰćãĄŮãĄęãĄŕãĂĄSSL éĂŽä£ąãĆŠåĘ æŽŮåŔůåŇŰãĄŮãĂĄWEBãĆţãČijãČŘãĄÿæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆ
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1.1.2 æIJňãĆňãĆd’ãČL’ãĄőåĹl’çŤĺãČŘãČijãĆÿãČğãČşãĄĺæğŃæĹŘãĆd’ãČąãČijãĆÿ

æIJňãĆňãĆd’ãČL’ãĄŕãĂĄäżěäÿŃãĄőèč¡åŞĄãČŘãČijãĆÿãČğãČşãĆŠåĹl’çŤĺãĄŮãĄęãĂĄä¡IJæĹŘãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

1. åĹl’çŤĺãČŘãČijãĆÿãČğãČş

èč¡åŞĄåŘ ãČŘãČijãĆÿãČğãČş
F5 SSL Orchestrator v15.1.2-0.0.9Final âĂŠ 7.5.2
InterSafe WebFilter

Ver.9.1 Build1501

Note:

• ïijĹåŘĎF5äżčçŘĘåžŮãĄğãĆţãČİãČijãČĹåŔŕèČ¡ãĄłçŕĎåŻšãĄńãĄŁãĄĎãĄęãĂĄïijL’æěţåŁŻæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĆŠéĄl’çŤĺéăĆãĄŔãĄŞãĄĺãĆŠãĄŁãĄŹãĄŹãĆĄèĞt’ãĄŮãĄ¿ãĄŹãĂĆæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĄŕAskF5ãĄğãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆ

• Proxyèł èĺijãĆŠèąŇãĄĎãĄ§ãĄĎåăt’åŘĹãĄŕãĂĄAPMãĄőãČl’ãĆd’ãĆżãČşãĆźãĄŇå£ĚèęĄãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

2. æIJňãĆňãĆd’ãČL’ãĄńãĄŁãĄŚãĆŃæğŃæĹŘãĆd’ãČąãČijãĆÿ

4 Chapter 1. ãĄŕãĄŸãĆĄãĄń
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1.1.3 ãČl’ãĆd’ãĆżãČşãĆźãĆćãĆŕãČĘãĆčãČŹãČijãĆůãČğãČşãĂĄãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĂĄCAèĺijæŸŐæŻÿ/é ţçŹżéŇš

1. Next ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2. ãČl’ãĆd’ãĆżãČşãĆźãĆŠãĆćãĆŕãČĘãĆčãČŹãČijãĆůãČğãČşãĄŮãĄ¿ãĄŹãĂĆ

3. äżěäÿŃãĄőãČćãĆÿãČěãČijãČńïijĹïijĹSSLå¿l’åŔůãČżåĘ æŽŮåŔůåŇŰïijŽLTM,AVR,iRulesLX,SSLOïijL’ïijĘïijĹèł èĺijïijŽAPMïijL’ïijL’
ãĆŠãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĄŮãĄ¿ãĄŹãĂĆïijĹãČl’ãĆd’ãĆżãČşãĆźãĄŕSSLOãĄĺAPMãĄőïijŠãĄd’ãĆŠåĹl’çŤĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆïijL’

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 5
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5. ãČŻãĆźãČĹåŘ ãĂĄãĆ£ãĆd’ãČăãĆ¿ãČijãČşãĂĄRootãČŚãĆźãČŕãČijãČL’ ãĆŠèĺ åőŽãĄŮãĄęãĂĄNext
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

6. SSLOãĄğãĆţãČijãČŘèĺijæŸŐæŻÿãĆŠæŻÿãĄ æŔŻãĄĹãĆŃéŽŻãĄńåĹl’çŤĺãĄŹãĆŃãĂĂCAèĺijæŸŐæŻÿãĂĄCAé ţ
ãĆŠéĄÿæŁd̄ãĄŮãĂĄäżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

7. Finished ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 7
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1.1.4 æIJĂæŰřçL’ĹãĄőSSL Orchestrator RPMãĄÿãĄőãĆćãČČãČŮãĆřãČňãČijãČL’

1. AskF5(https://support.f5.com/)ãĆĹãĆŁæIJĂæŰřçL’ĹãĄőSSLO RPMãĆŠãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ¿ãĄŹãĂĆ(SSLOãĄńãČŮãČłãĆd’ãČşãĆźãČĹãČijãČńãĄŢãĆŇãĄęãĄĎãĆŃRPMãĄőãČŘãČijãĆÿãČğãČşãĄŇæIJĂæŰřãĄőåăt’åŘĹãĄŕãĂĄäżěäÿŃãĄőæŞ ä¡IJãĄŕäÿ èęĄãĄğãĄŹãĂĆ)

8 Chapter 1. ãĄŕãĄŸãĆĄãĄń
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2. SSL Orchestrator >> Configuration ãĄőçŤżéİćãĄńãĄęãĂĄåŔşäÿŁãĄő
ãĆćãČČãČŮãĆřãČňãČijãČL’ãČIJãĆ£ãČş ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. Choose File ãĄńãĄęãĂĄåĚĹçĺŃãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ§RPMãĆŠéĄÿæŁd̄ãĄŮãĂĄUpload and In-
stall ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

4. ãČŘãČijãĆÿãČğãČşãĄŇãĆćãČČãČŮãĆřãČňãČijãČL’ãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

1.1.5 NetworkãĄőå§žæIJňèĺ åőŽ

1. VLANãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 9
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2. Self IPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ

3. ãČĞãČŢãĆl’ãČńãČĹãĆšãČijãČĹãĆęãĆğãĆd’ãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ

1.1.6 DNS, NTPãĄőèĺ åőŽ

1. DNSãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ

10 Chapter 1. ãĄŕãĄŸãĆĄãĄń
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2. NTPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆ

1.1.7 InterSafe WebFilterãĄńãĄęHTTP/HTTPSåĹd’åĹěãĄŹãĆŃãĄ§ãĆĄãĄőèĺ åőŽïijĹLocal
Traffic PolicyãĄőèĺ åőŽïijL’

ãĂĂInterSafe WebFilter ICAPçL’ĹãĄŕãĂĄICAPãĄőãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄőäÿĂéČĺãĄğHTTPãĆţãČijãČŘãĄÿãĄőéĂŽä£ąãĄŃHTTPSãĆţãČijãČŘãĄÿãĄőéĂŽä£ąãĄŃãĆŠåĹd’åĹěãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆInterSafe
WebFilterãĄŇHTTP/HTTPSåĹd’åĹěåŔŕèČ¡ãĄĺãĄłãĆŃãĆĹãĄĘãĄńLocal Traffic Poli-
cyãĄńãĄęãČńãČijãČńãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ

1. Local Traffic >> Policies >> Policies List ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 11
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2. äżżæĎŔãĄőãČİãČłãĆůãČijåŘ ãĆŠåĚěåŁŻãĄŮãĂĄCreate Policy ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. HTTPSçŤĺãĄőãČńãČijãČńãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆRulesãĄő Create ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

4. äżżæĎŔãĄőRuleåŘ ãĆŠåĚěåŁŻãĄŮãĂĄMatch all of the following conditions: ãĄő ïijŃ
ãČd̄ãČijãĆŕãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńåĚěåŁŻãĄŮãĄ¿ãĄŹãĂĆ

12 Chapter 1. ãĄŕãĄŸãĆĄãĄń
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Match all of the following conditions: å£ĚèęĄæIJL’çĎą
TCP port is any of 443 at client accepted time. å£ĚéăĹ
Apply to traffic on local side of external interface å£ĚéăĹ

5. åŘŇæğŸãĄńãĂĄDo the following when the traffic is matched: ãĄő ïijŃ
ãČd̄ãČijãĆŕãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńåĚěåŁŻãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹãČĞãČŘãČČãĆŕçŤĺãĄőãČ ãĆřãČńãČijãČńãĄŕäżżæĎŔãĄğè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆïijL’

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 13
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Do the following when the traffic is matched: å£ĚèęĄæIJL’çĎą
Insert HTTP Header named urihttps with value tcl:[HTTP::uri] at
request time.

å£ĚéăĹ

Replace HTTP URI full string with value tcl:https://
[HTTP::host][HTTP::uri] at request time.

å£ĚéăĹ

Disable response adapt at response time. å£ĚéăĹ
Log message tcl: HTTPs(443) URI was replaced to: [HTTP::uri]
at request time.

äżżæĎŔ

Facility: local0 Priority: info äżżæĎŔ

6. åŘŇæğŸãĄńHTTPçŤĺãĄőãČńãČijãČńãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ

Match all of the following conditions: å£ĚèęĄæIJL’çĎą
TCP port is any of 80 at client accepted time. å£ĚéăĹ
Apply to traffic on local side of external interface å£ĚéăĹ

Do the following when the traffic is matched: å£ĚèęĄæIJL’çĎą
Insert HTTP Header named urihttp with value tcl:[HTTP::uri] at request
time.

å£ĚéăĹ

Replace HTTP URI full string with value tcl:http://
[HTTP::host][HTTP::uri] at request time.

å£ĚéăĹ

Disable response adapt at response time. å£ĚéăĹ
Log message tcl: HTTP(80) URI was replaced to: [HTTP::uri] at
request time.

äżżæĎŔ

Facility: local0 Priority: info äżżæĎŔ
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7. ïijŠãĄd’ãĄőãČńãČijãČńä¡IJæĹŘå¿ŇãĄŕãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆSave Draft
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

8. Publish ãČIJãĆ£ãČşãĆŠæŁijãĄŹãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ

1.1.8 NTLMèł èĺijèĺ åőŽ

ãĂĂAPMãĄğèąŇãĄĘèł èĺijãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆãĄŞãĄŞãĄğãĄŕãĂĄNTLMèł èĺijãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆADãĆţãČijãČŘïijĹãČL’ãČąãĆd’ãČşãĆşãČşãČĹãČ ãČijãČl’ãĂĄDNSïijL’ãĄőæğŃçŕL’æÿĹãĄ£ãĄğãĄĆãĆŃãĄŞãĄĺãĆŠåL’ æŔŘãĄĺãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

1. Access >> Authentication >> NTLM >> Machine Account ãĆŠéĄÿæŁd̄ãĄŮãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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2. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄMachine Account Name ãĄńãĄŕ äżżæĎŔãĄőSS-
LOè ŸåĹěåŘ ãĆŠåĚěåŁŻãĄŮãĂĄDomain FQDNãĂĄAdminãČęãČijãĆűåŘ ãĄĺ ãČŚãĆźãČŕãČijãČL’
ãĆŠåĚěåŁŻãĄŮãĂĄJoin ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. äżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ

4. Access >> Authentication >> NTLM >> NTLM Auth Configuration ãĆŠéĄÿæŁd̄ãĄŮãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ5. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄMachine Account Name ãĄŕ

åĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ãĆĆãĄő ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆDomain Controller FQDN List
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ãĄńãĄŕ ãĄŤåĹl’çŤĺãĄőãČL’ãČąãĆd’ãČşåŘ ïijĹFQDNåŘ ïijL’ ãĆŠæŇĞåőŽãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

6. Access >> Profiles/Policies >> Access Profiles(Per-Session Policies) ãĆŠéĄÿæŁd̄ãĄŮãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

7. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄPolicy Type ãĄń SWG-Explicit
ãĆŠéĄÿæŁd̄ãĄŮãĂĄCustomization Type ãĄń Standard ãĆŠéĄÿæŁd̄ãĄŮãĂĄUser Identifi-
cation Method ãĄńãĄęãĂĄCredential ãĆŠéĄÿæŁd̄ãĄŮãĂĄNTLM Auth Configuration ãĄń
åĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ãĆĆãĄő ãĆŠéĄÿæŁd̄ãĄŮãĂĄLanguages ãĄŕ ãĄŤåĹl’çŤĺãĄőèĺĂèłd̄
ãĆŠéĄÿæŁd̄ãĄŮãĄęãĂĄFinished ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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8. ä¡IJæĹŘãĄŢãĆŇãĄ§Access ProfileãĄőäÿĂèęğãĄŃãĆL’åĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ãČŮãČ ãČŢãĆąãĆd’ãČńãĆŠèęŃãĄd’ãĄŚãĂĄPer-
Session PolicyæňĎãĄő Edit ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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9. ãČŰãČl’ãĆęãĆűãĄőåĹěãĆ£ãČŰãĄńVPEãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆStartãĄőåŔşéŽčãĄő ïijŃ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

10. AuthenticationãĆ£ãČŰãĄő NTLM Auth Result ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd ItemãĂĄSave
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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11. NTLM Auth ResultãĄőåŔşãĄőSuccessfulãĄńãĄd’ãĄłãĄŇãĆŃãČŢãČ ãČijãĆŠ Deny ãĄŃãĆL’ Allow
ãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ
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12. åůęäÿŁãĄő Apply Access Policy ãĆŠæŁijãĄŮãĂĄãČŰãČl’ãĆęãĆűãĄőVPEãĆ£ãČŰãĆŠéŰL’ãĄŸãĄ¿ãĄŹãĂĆ

1.1.9 èł èĺijãČŸãČČãČĂæŇ£åĚěçŤĺiRuleãĄőä¡IJæĹŘ

ãĂĂãĄŞãĄŞãĄğãĄŕãĂĄãČęãČijãĆűèł èĺijãČŸãČČãČĂïijĹX-Authenticated-UserïijL’ãĄĺAPMãĄğèł èĺijãĄŢãĆŇãĄ§ãČęãČijãĆűåŘ ïijĹsession.logon.last.usernameïijL’ãĆŠICAPãČłãĆŕãĆĺãĆźãČĹãĄńæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄőiRuleãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆICAPãĄŕHTTPãĆŠãĆńãČŮãĆżãČłãČşãĆřãĄŮãĄ¿ãĄŹãĄőãĄğãĂĄèł èĺijæČĚåăśãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄńãĄŕäżěäÿŃãĄőïijŠãĄd’ãĄőiRuleãĄŇå£ĚèęĄãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆãĄ¿ãĄ§ãĂĄInterSafe
WebFilter ICAPçL’ĹãĄńèł èĺijãČęãČijãĆűåŘ ãĆŠçŘĘèğčãĄŮãĄęãĆĆãĆL’ãĄĘãĄ§ãĆĄãĄńãĂĄãČęãČijãĆűåŘ ãĄőæL’ŃåL’ ãĄń
ldap:/// ãĆŠåŁăãĄĹãĂĄBase64ãĆĺãČşãĆşãČijãČĞãĆčãČşãĆř ãĆŠãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ

1. Local Traffic >> iRules ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆäżżæĎŔãĄőåŘ åL’
ãĆŠåĚěåŁŻãĄŮãĄęãĂĄDefinition ãĄńäżěäÿŃãĆţãČşãČŮãČńiRuleãĆŠåĚěåŁŻãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹäżěäÿŃãĄőiRuleãĄŕãĄĆãĄŔãĄ¿ãĄğãĆĆãĆţãČşãČŮãČńãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆåŘŇãĄŸäÿżæŮĺãĄőåĘĚåőźãĄğãĄĆãĆŇãĄřäÿŃèĺŸãĄĺåŘŇãĄŸãĄğãĄłãĄŔãĄęãĆĆæğŃãĄĎãĄ¿ãĄŻãĆŞãĂĆïijL’

ä¿ŃïijŚïijL’HTTPãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄńèł èĺijæČĚåăśãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄőiRuleãĆţãČşãČŮãČń

### Add this iRule to Virtual Server:ssloS_XXXX-t-4 ###

when HTTP_REQUEST {

# Create the HDR list and insert the X-Server-IP value
set hdr [list "X-Server-IP:[IP::local_addr]"]

# Add the authenticated user information if it exists
if { [ACCESS::session data get session.logon.last.username] ne "" } {

# In case of NLTM/Basic Auth
lappend hdr "X-Authenticated-User:[b64encode ldap:///

→˓[ACCESS::session data get session.logon.last.username]]"
}

# Add above info to the table temporarily and add an ICAP-X header
set guid [expr {int(rand()*1e12)}]
table set ${guid} ${hdr} 10 10
HTTP::header replace ICAP-X ${guid}

}

ä¿ŃïijŠïijL’ICAPãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄńèł èĺijæČĚåăśãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄőiRuleãĆţãČşãČŮãČń

### Add this iRule to ssloS-XXXX-req ###

when ICAP_REQUEST {

(continues on next page)

1.1. F5 SSLO (L3 Explicit Proxy) ãĄĺInterSafe WebFilterãĄőéĂčæŘžèĺ åőŽ 21
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(continued from previous page)

if { [HTTP::header exists "ICAP-X"] } {

# Get the header and the value from table
set hdrs [table lookup [HTTP::header "ICAP-X"]]

# Add it to ICAP header
foreach x ${hdrs} {

ICAP::header add [lindex [split ${x} ":"] 0] [lindex [split $
→˓{x} ":"] 1]

}

# Remove the temporary http header. But the data would show up in the
→˓ICAP header.

HTTP::header remove "ICAP-X"
}

}

ïijŠãĄd’çŻőãĄőiRuleãĄńãĄŁãĄĎãĄęãĂĄICAP-
XãČŸãČČãČĂãĄŕHTTPãČŸãČČãČĂäÿŁãĄŃãĆL’ãĄŕåL’ŁéŹd’ãĄŢãĆŇãĄ¿ãĄŹãĄŇãĂĄICAPãČŸãČČãČĂãĄńæőŃãĆŁãĄ¿ãĄŹãĂĆãĄŞãĄőãČŸãČČãČĂãĄŕçĎąåőşãĄğãĄŹãĄŇãĂĄæřŮãĄńãĄłãĆŃåăt’åŘĹãĄŕãĂĄInterSafe
WebFilterãĄőãČŸãČČãČĂãĆşãČşãČĹãČ ãČijãČńãĄńãĄęåL’ŁéŹd’ãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ

ãĄ¿ãĄ§ãĂĄæŐěçűŽãČĘãĆźãČĹãĆŠãĄŢãĆŇãĆŃéŽŻãĄńãĄŕãĂĄåd’L’æŢřæČĚåăśãĆŠãČ ãĆřåĞžåŁŻãĄŹãĆŃãĄłãĄl’ãĄŮãĄęæĎŔåŻşãĄŹãĆŃåĂd’ãĄŇåĚěãĄčãĄęãĄĎãĆŃãĄŃçćžãĄŃãĆĄãĄęéăĆãĄŔãĄŞãĄĺãĆŠãĄŁãĄŹãĄŹãĆĄãĄŮãĄ¿ãĄŹãĂĆ

ä¿ŃïijŚïijL’èł èĺijãČęãČijãĆűåŘ ãĆŠçćžèł ãĄŹãĆŃãČĞãČŘãČČãĆř
log local0. âĂIJUsername: [ACCESS::session data get session.logon.last.username]âĂİ

ä¿ŃïijŠïijL’ãĆĺãČşãĆşãČijãČL’ãĄŢãĆŇãĄ§åĘĚåőźãĆŠçćžèł ãĄŹãĆŃãČĞãČŘãČČãĆř
log local0. âĂIJEncoded username: b64encode ldap:///{[}ACCESS::session data get
session.logon.last.username]]âĂİ

ä¿ŃïijŞïijL’ãČŸãČČãČĂãČijåĘĚåőźãĆŠçćžèł ãĄŹãĆŃãČĞãČŘãČČãĆř
foreach attr âĂIJ[HTTP::header names]âĂİ {

log local0. âĂIJ$attr : [HTTP::header value $attr]âĂİ
}

1.1.10 SSLO Guided ConfigurationãĄńãĆĹãĆŃSSLOãĄőèĺ åőŽ

1. SSL Orchestrator >> Configuration ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆDNS ãĄĺ NTP ãĄĺ Route ãĄŇ Configure
ãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄőãĆŠçćžèł ãĄŮãĂĄNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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2. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄSSL Orchestrator TopologiesãĄĺãĄŮãĄęãĂĄL3 Explicit Proxy
ãĆŠéĄÿæŁd̄ãĄŮãĂĄSaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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3. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄåŔşäÿŁãĄő Show Advanced Setting
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄClient-side SSL ãĄńãĄęãĂĄåĹl’çŤĺãĄŮãĄ§ãĄĎ TLSãĄőãČŘãČijãĆÿãČğãČş
ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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4. CA Certificate KeyChain ãĄńãĄęãĂĄæŮćãĄńãĆd’ãČşãČİãČijãČĹæÿĹãĄ£ãĄőCAãČŢãĆąãĆd’ãČńãĆŠéĄÿæŁd̄ãĄŮãĄę
Done ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

5. Server-side SSL ãĆĆåŘŇæğŸãĄńåĹl’çŤĺãĄŮãĄ§ãĄĎ TLSãČŘãČijãĆÿãČğãČş
ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

6. æIJ§éŹŘåĹĞãĆŇãĄőèĺijæŸŐæŻÿãĆĎèĞłåůśç¡šåŘ èĺijæŸŐæŻÿãĄńåŕ¿ãĄŮãĄęãĄőåŃŢä¡IJãĆĆçćžèł ãĄŮãĂĄSaveïijĘNext
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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7. Add Service ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

8. Generic ICAP Service ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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9. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄICAP Devices ãĄń InterSafe WebFilterãĄőIPãĆćãČL’ãČňãĆź
ãĄĺ ãČİãČijãČĹçŢłåŔů ãĆŠèĺ åőŽãĄŮãĂĄDone ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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10. Preview Max Length ãĄń 0 ãĆŠåĚěåŁŻãĄŮãĂĄICAP Policy ãĄńæŮćãĄńä¡IJæĹŘæÿĹãĄ£ãĄő Local Traf-
fic Policy ãĆŠéĄÿæŁd̄ãĄŮãĂĄSave ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆSaveïijĘNext ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

11. Service Chain List ãĄğ Add ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
12. äżżæĎŔãĄőåŘ åL’ ãĆŠèĺ åőŽãĄŮãĂĄåĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ãĆţãČijãČŞãĆźãĆŠåŔşãĄńçğżåŃŢãĄŢãĄŻãĂĄSave

ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ(InterSafe WebFilterãĄőãĆţãČijãČŞãĆźãĄŇäÿŁãĄńãĄŔãĆŃãĆĹãĄĘãĄńãĄŮãĄ¿ãĄŹãĂĆ)
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13. Service Chain ãĄŇãĄğãĄ ãĄ§ãĄŞãĄĺãĆŠçćžèł ãĄŮãĂĄSaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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14. All TrafficãĄő ãČŽãČşãČd̄ãČijãĆŕ ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

15. åĚĹçĺŃä¡IJæĹŘãĄŮãĄ§ Service Chain ãĆŠéĄÿæŁd̄ãĄŮãĂĄOK ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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16. SaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

17. Proxy Server Settings ãĄńãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãČŮãČ ãĆ ãĆůãĄĺãĄŮãĄęãĆćãĆŕãĆżãĆźãĄŢãĄŻãĆŃIPãĆćãČL’ãČňãĆźãĆŠåĚěåŁŻãĄŮãĂĄæŮćãĄńä¡IJæĹŘæÿĹãĄ£ãĄő
Access Profile ãĆŠéĄÿæŁd̄ãĄŮãĂĄIngress Network ãĄĺãĄŮãĄęãĂĄãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãĆćãĆŕãĆżãĆźåŔŕèČ¡ãĄł
VLAN ãĆŠéĄÿæŁd̄ãĄŮãĂĄSaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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18. æIJňãČĘãĆźãČĹæğŃæĹŘãĄğãĄŕãĂĄManage SNAT Settings ãĄğ Auto
MapãĂĄGateways ãĄğ Default Route ãĆŠéĄÿæŁd̄ãĄŮãĂĄSaveïijĘNext
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ(èĺ åőŽãĄŕæd’IJèĺijçŠřåćČãĄńåŘĹãĆŔãĄŻãĄęãĄŔãĄăãĄŢãĄĎãĂĆ)

19. SaveïijĘNext ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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20. å£ĚèęĄãĄńå£IJãĄŸãĄęãĂĄèĺ åőŽåĘĚåőźãĆŠèęŃçŻt’ãĄŮãĂĄ Deploy ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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21. OK ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄDeployãĄńæĹŘåŁ§ãĄŹãĆŃãĄĺäżěäÿŃãĄőãĆĹãĄĘãĄłçůŚèL’šãĄő DE-
PLOYED ãČd̄ãČijãĆŕãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

22. åŔşäÿŁãĄő System Settings ãĆćãĆd’ãĆşãČşãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

23. SSLOãĄŇExplicit ProxyãĄĺãĄŮãĄęåĹl’çŤĺãĄŹãĆŃ DNS ãĆŠèĺ åőŽãĄŮãĂĄDeploy
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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24. InterSafe WebFilterãĄĺéĂčæŘžãĄŹãĆŃãĆţãČijãČŞãĆźãĄńéŰćãĄŮãĄęãĄŕèł èĺijãČŸãČČãČĂãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄńãĂĄProtectedãĄő

é ţ ãČd̄ãČijãĆŕãĆŠåd’ŰãĄŮãĄ¿ãĄŹãĂĆ
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25. æŮćãĄńä¡IJæĹŘæÿĹãĄ£ãĄő iRule ãĆŠè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆLocal Traffic >> Virtual
Servers>> ãĄńãĄŁãĄĎãĄęãĂĄssloS_XXXX(äżżæĎŔ)-t-4 ãĄĺãĄĎãĄĘåŘ çğřãĄőVirtual
ServerãĆŠéĄÿæŁd̄ãĄŮãĂĄResources ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĂĄHTTPãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄńèł èĺijæČĚåăśãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄő
iRule ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

26. ICAPãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄńåŁăãĄĹãĆŃãĄ§ãĆĄãĄő iRule ãĆŠè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆLocal
Traffic >> Virtual Servers ãĄńãĄŁãĄĎãĄęãĂĄssloS_XXXX(äżżæĎŔ)-req ãĄĺãĄĎãĄĘåŘ çğřãĄőVirtual
ServerãĆŠéĄÿæŁd̄ãĄŮãĂĄResources ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĂĄICAPãČłãĆŕãĆĺãĆźãČĹãČŸãČČãČĂãĄńèł èĺijæČĚåăśãĆŠæŇ£åĚěãĄŹãĆŃãĄ§ãĆĄãĄő
iRule ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

Note:

• ãĆżãĆ ãČěãČłãČĘãĆčãČĞãČŘãĆd’ãĆźãĄŇICAPãĆţãČijãČŞãĆźãĂĄHTTPãĆţãČijãČŞãĆźãĄőåăt’åŘĹãĂĄSSLå¿l’åŔůãĄŮãĄęãĄĎãĄłãĄĎãČĹãČl’ãČŢãĆčãČČãĆŕãĆŠãĆţãČijãČŞãĆźãČĄãĆğãČijãČşãĄńæţĄãĄŻãĄ¿ãĄŻãĆŞãĂĆ
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1.1.11 InterSafe WebFilter ãĄőèĺ åőŽ

ãĂĂ InterSafe WebFilterãĄőãĆd’ãČşãĆźãČĹãČijãČńãĄŕçţĆäžĘãĄŮãĄęãĄĎãĆŃãĆĆãĄőãĄĺãĄŮãĄ¿ãĄŹãĂĆ
ãĂĂ ãĄ¿ãĄ§ãĂĄãĄŞãĄŞãĄğãĄŕäÿĂéČĺãĄőèł èĺijéĂčæŘžãĄńéŰćãĆŔãĆŃèĺ åőŽæŰźæşŢãĄőçt’źäżŃãĄőãĄ£ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆèl’şçt’řãĄńãĄd’ãĄ ãĄ¿ãĄŮãĄęãĄŕãĆćãČńãČŮãĆźãĆůãĆźãČĘãČăãĆd’ãČşãČĘãĆřãČňãČijãĆůãČğãČşãĄ¿ãĄğãĄŁåŢŔãĄĎåŘĹãĆŔãĄŻãĄŔãĄăãĄŢãĄĎãĂĆ

IPèł èĺijãĄőèĺ åőŽ

1. [ãĆţãČijãČŘçőąçŘĘ]-[èł èĺijèĺ åőŽ] ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ [èł èĺijèĺ åőŽ]
ãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

2. [ãČęãČijãĆűèł èĺij]-[æIJL’åŁź] ãČĄãĆğãČČãĆŕãČIJãČČãĆŕãĆźãĆŠ ãĆłãČş ãĄńãĄŮãĂĄ [ä£İå Ÿ]
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

LDAPãĆţãČijãČŘãĄőçŹżéŇšãĄĺçőąçŘĘ

1. [ãĆţãČijãČŘçőąçŘĘ]-[LDAPãĆţãČijãČŘèĺ åőŽ] ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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2. [LDAPãĆţãČijãČŘèĺ åőŽ] ãĆ£ãČŰãĄő [ãĆţãČijãČŘãĆŠçŹżéŇš] ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

3. LDAPãĆţãČijãČŘãĄőæČĚåăśãĆŠåĚěåŁŻãĄŮãĂĄ [ä£İå Ÿ] ãČIJãĆ£ãČşãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

SSLOãĄĺãĄőèł èĺijéĂčæŘžèĺ åőŽ

âĂżèĺ åőŽãČŢãĆąãĆd’ãČńãĆŠçŻt’æŐěçůĺéŻĘãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ
ãĂĂçőąçŘĘçŤżéİćãĄőçţĆäžĘãĂĄWebFilterãĆţãČijãČŞãĆźãĆŠåĄIJæ ćãĄŮãĄęèąŇãĄčãĄęãĄŔãĄăãĄŢãĄĎãĂĆ

1. <ãĆd’ãČşãĆźãČĹãČijãČńãČĞãĆčãČňãĆŕãČĹãČł>/conf/proxy.inf ãČŢãĆąãĆd’ãČńãĆŠãČĘãĆ ãĆźãČĹãĆĺãČĞãĆčãĆ£ãĄğéŰŃãĄ ãĄ¿ãĄŹãĂĆ
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2. [CONTROL_CFG] ãĆżãĆŕãĆůãČğãČşãĄń ãĂŇICAP_AUTHENTICATION=TRUEãĂ ãĆŠè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆ

3. çőąçŘĘçŤżéİćãĄŃãĆL’ [ãĆţãČijãČŘçőąçŘĘ]-[èł èĺijèĺ åőŽ] ãĆŠéŰŃãĄ ãĂĄ
[LDAPéĂčæŘžãĆŠèąŇãĄĘ] ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄę [ä£İå Ÿ] ãČIJãĆ£ãČşãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

4. çőąçŘĘçŤżéİćãĄŃãĆL’ [ãĆţãČijãČŘçőąçŘĘ]-[LDAPãĆţãČijãČŘèĺ åőŽ] ãĆŠéŰŃãĄ ãĂĄICAPãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄğæŇĞåőŽãĄŮãĄęãĄĎãĆŃActiveDirectoryãĆŠæŇĞåőŽãĄŮãĄ¿ãĄŹãĂĆ

5. [LDAPãČęãČijãĆűåŘŇæIJ§ãĄÿ] ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄęèł èĺijãĄŹãĆŃãĆćãĆńãĆęãČşãČĹãĄőéĄÿæŁd̄ãĂĄãĄ¿ãĄ§ãĄŕLDAPèĞłåŃŢéĂčæŘžæl’§èČ¡ãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆ

1.1.12 ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãĄőæŐěçűŽãČĘãĆźãČĹ

1. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńSSLOãĄő CAèĺijæŸŐæŻÿ ãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ¿ãĄŹãĂĆ

2. ãĆşãČd̄ãČşãČL’ãČl’ãĆd’ãČşãĄğçćžèł ãĄŹãĆŃåăt’åŘĹãĄŕãĂĄäżěäÿŃãĆŠåĹl’çŤĺãĄŮãĄ¿ãĄŹãĂĆ

curl -vk --proxy 10.100.35.201:3128 -proxy-ntlm -proxy-user
→˓'se001:ilovef5!' https://xxxx.xxx

3. ãČŰãČl’ãĆęãĆűãĄğçćžèł ãĄŹãĆŃåăt’åŘĹãĄŕãĂĄãČŮãČ ãĆ ãĆůèĺ åőŽãĄńSSLOãĆŠåŁăãĄĹãĄęãĄŃãĆL’WEBæŐěçűŽãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

4. WEBéĂŽä£ąãĄŇæĹŘåŁ§ãĄŹãĆŃãĄŃçćžèł ãĄŮãĄ¿ãĄŹãĂĆãĆţãČijãČŘèĺijæŸŐæŻÿãĄŇSSLOãĄőCAèĺijæŸŐæŻÿãĄğ
æŻÿãĄ æŔŻãĄĹãĆL’ãĆŇãĄęãĄĎãĆŃ ãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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5. ãČŰãČl’ãČČãĆŕãČłãĆźãČĹãĄőåőŻåĚĹãĄÿãĄőéĂŽä£ąãĄŇ ãČŰãČ ãČČãĆŕ
ãĄŢãĆŇãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

6. SSLå¿l’åŔůéŹd’åd’ŰãĆţãĆd’ãČĹãĄőéĂŽä£ąãĄŇæĹŘåŁ§ãĄŹãĆŃãĄŃçćžèł ãĄŮãĄ¿ãĄŹãĂĆãĆţãČijãČŘèĺijæŸŐæŻÿãĄŇSSLOãĄőCAèĺijæŸŐæŻÿãĄğ
æŻÿãĄ æŔŻãĄĹãĆL’ãĆŇãĄęãĄĎãĄłãĄĎ ãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

Note:
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• ãČŰãČ ãČČãĆŕãČŽãČijãĆÿãĄőäżŰãĄńãĆĆãĂĄäÿĂæŹĆèğčéŹd’ïijĹPasswordãĄĆãĆŁãČżãĄłãĄŮïijL’ãĂĄèęŔåĹűèğčéŹd’çŤşèńŃçŤżéİćãĆŠèąĺçd’žãĄŹãĆŃãĄŞãĄĺãĄŇãĄğãĄ ãĄ¿ãĄŹãĂĆ

• èęŔåĹűçŤżéİćèąĺçd’žãĄğè ęåŚŁãĄŇèąĺçd’žãĄŢãĆŇãĆŃåăt’åŘĹãĂĄInterSafe WebFilter
ãĄőèĺijæŸŐæŻÿéĚ åÿČãĆŠãĄŁéąŸãĄĎèĞt’ãĄŮãĄ¿ãĄŹ

1.1.13 ãĄİãĄőäżŰ

åŘĎçĺőãČ ãĆř

1. ãČĘãĆźãČĹãĄőéŽŻãĄńãĄŕãĂĄäżěäÿŃãĄőSSLOãĄńãĄŁãĄŚãĆŃãČ ãĆřãĆŠåŔĆçĚğãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ

• SSLOåĚĺèĹňãČ ãĆřãĆĎiRuleãĄğlocal0ãĄğæŇĞåőŽãĄŮãĄ§ãČ ãĆř /var/log/ltm

• APMïijĹèł èĺijïijL’ãĄőãČ ãĆř /var/log/apm

• SSL Guided ConfigurationïijĹiAppLX/RESTïijL’ãĄńéŰćãĆŔãĆŃãČ ãĆř
/var/log/restnoded/restnoded.log | /var/log/restjava.0.log

• ãĄİãĄőäżŰãĂĄSSLOãĄńéŰćãĄŹãĆŃãČĹãČl’ãČŰãČńãĆůãČěãČijãČĘãĆčãČşãĆřãĄŕäżěäÿŃãĄőAskF5èĺŸäžŃãĆŠãĄŤåŔĆçĚğäÿŃãĄŢãĄĎãĂĆ
K26520133: Troubleshooting SSL Orchestrator(SSLO) https://support.f5.com/csp/article/
K26520133

• SSLåŔŕèęŰåŇŰãČŘãĆd’ãČŚãĆźèĺ åőŽãĆŠèąŇãĄčãĄęãĄĎãĆŃãĆţãĆd’ãČĹãĄğãĄŕãĂĄInterSafeãĄőèęŔåĹűçŤżéİćãĄŇèąĺçd’žãĄŢãĆŇãĄłãĄĎåăt’åŘĹãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ
èęŔåĹűçŤżéİćãĆŠèąĺçd’žãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŃãĆţãĆd’ãČĹãĄńãĄd’ãĄĎãĄęãĄŕãĂĄSSLOäÿŁãĄğãĄőãČŚãĆd’ãČŚãĆźèĺ åőŽãĆŠèąŇãĆŔãĄłãĄĎãĄğãĄŔãĄăãĄŢãĄĎãĂĆ

• æIJňãĆňãĆd’ãČL’ãĄğãĄŕãĂĄWebãĄğåĹl’çŤĺãĄŹãĆŃãČĞãČŢãĆl’ãČńãČĹãĄőãČİãČijãČĹçŢłåŔůãĄńéŰćãĄŮãĄęInterSafeãČİãČijãČĹèęŔåĹűæl’§èČ¡ãĄĺãĄőéĂčæŘžæŰźæşŢãĆŠèĺŸèijL’ãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ
èĺŸèijL’åd’ŰãĄőãČİãČijãČĹãĄńåŕ¿ãĄŮãĄęãĂĄãČİãČijãČĹèęŔåĹűæl’§èČ¡ãĆŠåĹl’çŤĺãĄŹãĆŃåăt’åŘĹãĂĄãĆňãĆd’ãČL’åĘĚ1.7ãĄőèĺ åőŽãĆŠ
å£ĚèęĄãĄłãČİãČijãČĹãĄńåŕ¿ãĄŮãĄęè£¡åŁăãĄŮãĄęãĄŔãĄăãĄŢãĄĎãĂĆ

• InterSafeèł èĺijæl’§èČ¡ãĄńãĄd’ãĄĎãĄęãĄŕãĂĄäżěäÿŃæl’§èČ¡ãĄĺéĂčæŘžåŔŕèČ¡ãĄğãĄĆãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ
IPãĆćãČL’ãČňãĆźèł èĺij | Basicèł èĺij(ãČ ãČijãĆńãČń) | Basicèł èĺij(LDAPéĂčæŘž)
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